
 
 

 

 

 

 

 

 

 

 

4.3.2 Salient features of Institution IT policy 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

4.3.2 Salient features of Institution IT policy 

The institution policy IT seeks to. 

 Secure Internet and intranet traffic on campus shall be managed through the use of unified 

threat management. 

 To regularly update antivirus and security updates to protect computing resources. 

 The business processes for managing hardware and software assets that facilitate the use of 

IT resources at the institution. 

 The institution organizes awareness programs to familiarize users with the effective use of IT 

resources. 

 Copying and distribution of proprietary and licensed software shall not be prohibited. 

 Managing the risks associated with the use of IT resources. 

 Striving to promote and effectively use open source software. 

 The operational aspects of IT’s resources correspond to the hierarchical flow of the Institute’s 

governance structure. 

 Prohibiting contributing to the creation of a hostile academic or work environment. 

 Use must not infringe copyright and must respect licenses for copyrighted material. 

 PMIST IT resources may not be used for commercial or promotional purposes. 


